
 
 

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

 

 

 

 

 

 
 
 
 
 
 
By Jon Oltsik, ESG Senior Principal Analyst 
October 2016 
 

 

 
 

 
 

The State of Cyber Security 
Professional Careers:  
An Annual Research Report (Part I) 
 

RESEARCH REPORT 
 

A Cooperative Research Project by ESG and ISSA 



 Research Report: The State of Cyber Security Professional Careers (Part I) 2       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

Contents 

Contents .................................................................................................................................................................................. 2 

List of Figures .......................................................................................................................................................................... 3 

List of Tables ........................................................................................................................................................................... 4 

Executive Summary ................................................................................................................................................................. 5 

Report Conclusions ............................................................................................................................................................. 6 

Introduction ............................................................................................................................................................................ 9 

Research Objectives ......................................................................................................................................................... 10 

Research Findings ................................................................................................................................................................. 11 

The ISSA Survey Respondents .......................................................................................................................................... 11 

The Cyber Security Professional ...................................................................................................................................... 16 

Cyber Security Jobs ........................................................................................................................................................... 27 

Cyber Security Organizations and Leadership ................................................................................................................. 33 

The Cyber Security Team’s Organizational Relationships ............................................................................................... 42 

Cyber Security Professionals’ Opinions ........................................................................................................................... 48 

Conclusion ............................................................................................................................................................................. 51 

Top Five Research Implications for Cyber Security Professionals .................................................................................. 53 

Research Implications for Employers .............................................................................................................................. 56 

Research Methodology ......................................................................................................................................................... 57 

Respondent Demographics ................................................................................................................................................... 59 

Respondents by Current Position .................................................................................................................................... 60 

Respondents by Current Primary Responsibilities .......................................................................................................... 61 

Respondents by Region .................................................................................................................................................... 62 

Respondents by Number of Employees .......................................................................................................................... 63 

Respondents by Industry ................................................................................................................................................. 64 

Respondents by Annual Revenue .................................................................................................................................... 65 

 

 

 

 

 

 

 



 Research Report: The State of Cyber Security Professional Careers (Part I) 3       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

List of Figures 

Figure 1. Length of Time Employed as a Cyber Security Professional ................................................................................... 12 
Figure 2. Length of Time Employed at Current Organization ................................................................................................ 13 
Figure 3. Number of Different Organizations Respondents Have Worked for as a Cyber Security Professional ................... 14 
Figure 4. Phase of ISSA Cyber Security Career Lifecycle ........................................................................................................ 15 
Figure 5. Respondents Who Started Their Careers as IT Professionals ................................................................................. 17 
Figure 6. Skills Gained as IT Professionals that Were Most Helpful in Moving to a Cyber Security Career ........................... 18 
Figure 7. Reasons for Becoming a Cyber Security Professional ............................................................................................. 19 
Figure 8. Cyber Security Career Path Preparation ................................................................................................................. 20 
Figure 9. Most Helpful Factors in Getting to the Next Level Career-wise .............................................................................. 21 
Figure 10. Most Effective Methods for Increasing KSAs ........................................................................................................ 22 
Figure 11. Certifications Achieved ......................................................................................................................................... 24 
Figure 12. Certifications Achieved: Most Useful for Getting a Job versus Those that Provide the KSAs Needed as a Cyber 
Security Professional ............................................................................................................................................................. 25 
Figure 13. Level of Satisfaction with Current Job .................................................................................................................. 28 
Figure 14. Factors Determining Job Satisfaction ................................................................................................................... 29 
Figure 15. Factors Determining Job Dissatisfaction ............................................................................................................... 30 
Figure 16. Training Provided to Keep Up with Business and IT Risk ...................................................................................... 31 
Figure 17. Frequency of Being Solicited by Job Recruiters .................................................................................................... 32 
Figure 18. Organizations with a Dedicated Cyber Security Team .......................................................................................... 34 
Figure 19. Organizations with a CISO/CSO............................................................................................................................. 35 
Figure 20. CISO Reporting Structure ...................................................................................................................................... 36 
Figure 21. Level of CISO/CSO Participation with Executive Management and Board of Directors ........................................ 37 
Figure 22. CISO Level of Participation with Executive Management ..................................................................................... 38 
Figure 23. Most Important Qualities of a Successful CISO ..................................................................................................... 39 
Figure 24. Factors Likely to Cause CISOs to Leave an Organization ....................................................................................... 41 
Figure 25. Working Relationship Between Cyber Security, IT, and Business Teams .............................................................. 43 
Figure 26. Most Challenging Aspect of Working Relationship Between Cyber Security and IT Teams .................................. 45 
Figure 27. Actions Taken to Improve Relationship Between Cyber Security and IT Teams Over the Past Two Years ........... 46 
Figure 28. Respondents’ Sentiment on Various Cyber Security Topics ................................................................................. 50 
Figure 29. Respondents by Current Position ......................................................................................................................... 60 
Figure 30. Respondents by Current Primary Responsibilities ................................................................................................ 61 
Figure 31. Respondents by Region ........................................................................................................................................ 62 
Figure 32. Respondents by Total Number of Employees Worldwide .................................................................................... 63 
Figure 33. Respondents by Industry ...................................................................................................................................... 64 
Figure 34. Respondents by Annual Revenue ......................................................................................................................... 65 
 

 

 

 

 

 



 Research Report: The State of Cyber Security Professional Careers (Part I) 4       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

List of Tables 

Table 1. Number of Different Organizations Respondents Have Worked for as a Cyber Security Professional by Role ....... 14 
Table 2. Phase of ISSA Cyber Security Career Lifecycle by Role ............................................................................................. 15 
Table 3. Skills Gained as IT Professionals Most Helpful in Moving to a Cyber Security Career by Role ................................. 18 
Table 4. Cyber Security Career Path Preparation by Role ...................................................................................................... 20 
Table 5. Most Effective Methods for Increasing KSAs by Role ............................................................................................... 23 
Table 6. Training Provided to Keep Up with Business and IT Risk by Role ............................................................................. 31 
Table 7. Organizations with a Dedicated Cyber Security Team by Size of Organization ........................................................ 34 
Table 8. CISO Reporting Structure by Size of Organization.................................................................................................... 36 
Table 9. CISO Level of Participation with Executive Management by Role ............................................................................ 38 
Table 10. Most Important Qualities of a Successful CISO by Role ......................................................................................... 40 
Table 11. Working Relationship Between Cyber Security, IT, and Business Teams by Role .................................................. 44 
Table 12. Working Relationship Between Cyber Security, IT, and Business Teams by CISO and Junior Cyber Security Staff 44 
  



 Research Report: The State of Cyber Security Professional Careers (Part I) 5       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

 

 

 

Executive Summary   
   



 Research Report: The State of Cyber Security Professional Careers (Part I) 6       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

Report Conclusions 

When it comes to cyber security, there is no shortage of frightening data. As a small example: 

• In 2015, there was a total of 254 publicly disclosed data breaches exposing almost 160 million records of 
personally identifiable information (source: The Privacy Rights Clearinghouse). This trend continues in 2016. 
As of this writing, there have been 317 publicly disclosed breaches this year, exposing nearly 5 million 
records.  

• There were approximately 100,000 net new malicious IP addresses created per day in 2015, a significant 
increase from the 2014 average of 85,000 per day, indicating cybercriminals rely less on the same list of IPs 
and are expanding to new IPs to avoid detection (source: Webroot). 

• In 2015, the number of zero-day vulnerabilities discovered more than doubled to 54, a 125% increase from 
the year before. Or put another way, a new zero-day vulnerability was found every week (on average) in 2015 
(source: Symantec).  

• According to the 2016 Verizon Data Breach Investigations Report (DBIR), there were a total of 1,429 incidents 
of credential theft last year. Attackers used a combination of hacking, malware, and social engineering to 
steal credentials and then used those stolen credentials to advance their attacks more than three quarters 
(77%) of the time (Source: Verizon DBIR). 

• According to the McAfee labs threat report, more than 157 million attempts were made (via emails, browser 
searches, etc.) each day to entice users into connecting to risky URLs. Furthermore, approximately 55 million 
users attempted to connect to risky IP addresses, or those addresses attempted to connect to the same user 
networks each day (source:  McAfee Labs Threat Report, 2016). 

Recognizing an increase in cyber-threats, many organizations are willingly bolstering their cyber security defenses and 
making cyber security a top business and IT priority. According to ESG research published earlier this year:1 

• Seventy percent of organizations planned to increase their cyber security spending in 2016. 

• Thirty-seven percent of organizations said that cyber security initiatives are considered to be their highest IT 
priority for 2016, the largest percentage of all priorities listed. 

• Forty-three percent of IT professionals said that increasing cyber security is the business initiative that will 
drive the most IT spending at their organizations over the next 12 months. 

The data presented here illustrates an escalating and dangerous game of cyber security “cat and mouse.” Cyber-
adversaries continue to develop creative tactics, techniques, and procedures (TTPs) for attacks. Recognizing the risk, large 
and small organizations are prioritizing and investing in cyber security defenses and oversight. 

Today’s cyber security professionals reside on the frontline of this perpetual battle, tasked with applying limited resources 
to outthink would be cyber-attackers and defend their organization against everything from embarrassing website 
defacement through unseemly ransomware extortion to devastating data breaches. Alarmingly, cyber security 
professionals often accept this challenge knowing they are undermanned for the fight. According to ESG research, 46% of 
organizations claim to have a problematic shortage of cyber security skills.  

                                                           
1 Source: ESG Research Report, 2016 IT Spending Intentions Survey, February 2016. 

http://www.privacyrights.org/
http://www.wecloud.se/uploads/Webroot-2016-Threat-Brief.pdf
https://www.symantec.com/security-center/threat-report
https://www.google.com/webhp?sourceid=chrome-instant&ion=1&espv=2&ie=UTF-8#q=verizon%20breach%20report%202016
http://www.mcafee.com/us/resources/reports/rp-quarterly-threats-mar-2016.pdf
http://research.esg-global.com/reportaction/ITSI2016/Toc
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Given this daunting responsibility, it’s natural to wonder just how well cyber security professionals are holding up. Are they 
able to coordinate on cyber security strategies and tactics with their business and IT peers? Do they have the skills 
necessary for their jobs as cyber-adversaries develop new exploits? Are they overwhelmed and burnt out? 

To answer questions like these, the Enterprise Strategy Group (ESG) and the Information Systems Security Association 
(ISSA) teamed up and initiated a primary research project in mid-2016 with the goal of capturing the voice and thoughts of 
cyber security professionals on the state of their profession, and gaining a perspective on situational analysis from those 
closest to the fight. In pursuit of this goal, ESG and ISSA surveyed 437 information security professionals (and ISSA 
members). Survey respondents represented organizations of all sizes and included professionals located in all parts of the 
world.  

The cyber security professionals participating in this project were asked a series of questions on a variety of cyber security 
topics. This report is focused on the lifecycle of cyber security professional careers while a subsequent report (part II in the 
series to be published later this year) will concentrate on cyber security professionals’ opinions about their organizations’ 
cyber security practices as well as the overall state of cyber security today.  

Based upon the data collected as part of this project, this report concludes: 

• Cyber security professionals are attracted by a moral imperative. When asked why they became cyber security 
professionals, 27% said it gave them the chance to use their technical skills to help protect valuable business and IT 
assets while 22% claim they were attracted to the morality of the profession. In the mind of many cyber security 
professionals, their jobs equate to a battle between right and wrong. 

• The majority of cyber security professionals got their start in IT. More than three-quarters (78%) of survey 
respondents say that their career started somewhere in IT and then evolved into cyber security. When asked to 
identify the most helpful skills gained as IT professionals (that can be applied to cyber security) respondents listed 
attributes like experience with different types of technologies, IT operations knowledge and skills, and networking 
(technology) knowledge and skills. While these were the top selections, responses did vary based upon experience. 
More senior cyber security professionals emphasized lessons learned as part of IT collaboration with the business 
while junior cyber security professionals highlighted technical training. 

• Most cyber security professionals struggle to define their career paths. Nearly two-thirds (65%) of respondents do 
not have a clearly defined career path or plans to take their careers to the next level. This is likely due to the 
diversity of cyber security focus areas, the lack of a well-defined professional career development standard and 
map, and the rapid changes in the cyber security field itself. Business, IT, and cyber security managers, academics, 
and public policy leaders should take note of today’s cyber security career morass and develop and promote more 
formal cyber security guidelines and frameworks that can guide cyber security professionals in their career 
development in the future. Independent organizations such as the ISSA with its Cyber Security Career Lifecycle are 
taking the lead on such initiatives.  

• Cyber security professionals have solid ideas for skills advancement. When asked how they improve their 
knowledge, skills, and abilities (KSAs), cyber security professionals pointed to activities like attending specific cyber 
security training courses (58%), participating in professional organizations (53%), and engaging in on-the-job 
mentoring from more experienced cyber security professionals (37%). Responses varied by seniority with 
experienced cyber security managers (i.e., CISOs, VPs, Directors, etc.) leaning toward professional organizations 
while cyber security staff members favored on-the-job mentoring.  

• Cyber security certifications are a mixed bag. Over half (56%) of survey respondents had received a CISSP and felt it 
was a valuable certification for getting a job and gaining useful cyber security knowledge. Other than the CISSP 
certification however, cyber security professionals appear lukewarm on other types of industry certifications. 

http://www.esg-global.com/
http://www.issa.org/
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Based upon this data, it appears that security certifications should be encouraged for specific roles and 
responsibilities, but downplayed as part of a cyber security professional’s overall career and skills development.  

• Cyber security professionals are relatively satisfied with their jobs. While 41% of respondents claim to be very 
satisfied with their jobs, 44% are only somewhat satisfied and 15% are not very satisfied or not at all satisfied. 
What leads to job satisfaction? Cyber security professionals point to factors like financial compensation (32%), an 
organizational culture that includes cyber security (24%), business management’s commitment to cyber security 
(23%), and the ability to work with a highly skilled and talented cyber security team (22%). CISOs should strive to 
make sure that their organizations offer these attributes. 

• Continuous cyber security training is lacking. When asked if their current employer provides the cyber security team 
with the right level of training to keep up with business and IT risk, more than half (56%) of survey respondents 
answered “no,” suggesting that their organizations needed to provide more or significantly more training for the 
cyber security staff. This represents one of the “red flags” uncovered in this research project. Organizations that 
don’t provide continuous training to cyber security staff will fall further behind cyber-adversaries while increasing 
business and IT risk. This should be an unacceptable situation for all business and technology managers.  

• Cyber security professionals are in extremely high demand. This is another critical data point exposed in this 
research project, as 46% of cyber security professionals are solicited to consider other cyber security jobs (i.e., at 
other organizations) at least once per week. In other words, cyber security skills are “a seller’s market” where 
experienced professionals can easily find lucrative offers to leave one employer for another. Turnover in the cyber 
security ranks could represent an existential risk to organizations in lower paying industries like academia, health 
care, the public sector, and retail. 

• Many CISOs are not getting enough face time in the boardroom. While industry rhetoric claims that “cyber security 
is a boardroom issue,” 44% of respondents believe that CISO participation with executive management is not at 
the right level today and should increase somewhat or significantly in the future. Alarmingly, this perspective is 
more common with more experienced cyber security managers (who should be working with the business) than 
cyber security staff members.  

• Internal relationships need work. While many organizations consider the relationship between cyber security, 
business, and IT teams to be good, it is concerning that 20% of cyber security professionals say the relationship 
between cyber security and IT is fair or poor, and 27% of survey respondents claim the relationship between cyber 
security and the business is fair or poor. The biggest cyber security/IT relationship issue selected relates to 
prioritizing tasks between the two groups while the biggest cyber security/business relationship challenge is 
aligning goals. The report data reveals that cyber security and IT teams are taking steps to improve collaboration 
but also uncovers that more work is necessary to bridge the gap between cyber security and business 
management.  

• CISO turnover has business and economic roots. When asked why CISOs tend to seek new jobs after a few short 
years, cyber security professionals responded that CISOs tend to move on when their organizations lack a serious 
cyber security culture (31%), when CISOs are not active participants with executives (30%), and when CISOs are 
offered higher compensation elsewhere (27%). To retain strong CISOs, organizations must not only provide 
competitive compensation but also make a serious commitment to cyber security executives and comprehensive 
programs.  
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Research Objectives 

In order to assess the experiences, careers, and opinions of cyber security professionals, ESG and ISSA surveyed 437 cyber 
security professionals representing organizations of all sizes and across all industries and geographic locations. Survey 
respondents were also ISSA members. 

The survey and overall research project were designed to answer the following questions about: 

• Cyber security careers 

1. How long have survey respondents worked as cyber security professionals? 

2. Why did they become cyber security professionals? 

3. How are they developing and advancing their careers? 

4. Are they happy at their jobs and with their career choices? 

5. What is necessary for cyber security job satisfaction? Alternatively, what alienates cyber security 
professionals and causes them to look for another job? 

6. Are cyber security professionals being actively recruited to change jobs? 

7. Are cyber security professionals experiencing burn out? 

• Skills development 

1. How important is continuing skills development in the minds of cyber security professionals? 

2. How do cyber security professionals actually develop their skills? What works and what doesn’t work? 

3. Do the responsibilities and workload associated with cyber security jobs get in the way of skills 
development? 

4. Do the organizations cyber security professionals work at provide adequate training, skills 
development programs, or services for career advancement? 

• Cyber security organizational considerations 

1. Do organizations have dedicated cyber security teams? 

2. Do organizations have CISOs or similar positions in place? 

3. What is the relationship like between cyber security and IT teams? What are the challenges? 

4. What is the relationship like between cyber security and business teams? What are the challenges? 

Survey participants represented a wide range of industries including financial services, manufacturing, business services, 
communications and media, and government. For more details, please see the Research Methodology and Respondent 
Demographics sections of this report. 
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The ESG/ISSA research study is based upon a survey of a diverse group of cyber security professionals ranging from entry-
level to senior positions. Approximately one in five (21%) have less than three years’ experience while 28% have been 
cyber security professionals for at least 15 years. Not surprisingly, attitudes about the profession, the state of cyber 
security, and the cyber security industry change with experience. These differences will be explored throughout the report 
(see Figure 1). 

Figure 1. Length of Time Employed as a Cyber Security Professional 

 

Source: Enterprise Strategy Group and ISSA, 2016 
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Most of the cyber security professionals surveyed for this project have been employed at their current organization for a 
relatively short timeframe—44% have been employed at their current organization for three years or less (see Figure 2). 

Figure 2. Length of Time Employed at Current Organization 

 

Source: Enterprise Strategy Group and ISSA, 2016 
 

The ESG/ISSA research data indicates that nearly two-thirds (65%) of cyber security professionals have worked at one or 
two jobs in their entire career (see Figure 3). Not surprisingly, results vary greatly based upon respondents’ role. Table 1 
reveals that, in general, cyber security managers (i.e., CISO, VP, and director-level) have worked for more organizations 
during their careers than cyber security staff members (i.e., administrators, manager-level, etc.). It is also worth noting 
that 13% of CISOs (or similar position) have worked at ten or more organizations during their careers compared with 7% 
of the overall survey population.  
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Figure 3. Number of Different Organizations Respondents Have Worked for as a Cyber Security 
Professional 

 

Source: Enterprise Strategy Group and ISSA, 2016 
 

 

Table 1. Number of Different Organizations Respondents Have Worked for as a Cyber Security 
Professional by Role 

   

 

Cyber security 
management (CISO, 

CSO, VP, director, etc., 
N=137) 

Cyber security staff 
(security 

administrator, security 
manager, security 

staff, etc., 
N=213) 

One 18% 31% 
Two to three 36% 42% 
Four to five 26% 16% 
Six to seven 12% 6% 
Eight to ten 6% 4% 
Eleven to fifteen 1% 0% 
More than fifteen 2% 1% 

Source: Enterprise Strategy Group and ISSA, 2016 
ESG and ISSA also wanted to align respondents’ experience with the phases of the ISSA cyber security career lifecycle. 
Over one-fourth (26%) of respondents consider themselves “senior,” while 39% rank themselves as “leaders” (see Figure 
4). Once again, results depend upon respondents’ role. Cyber security staff are more likely to consider themselves in the 
early stages of their careers while 68% of cyber security managers consider themselves “leaders,” (compared with 22% 
of cyber security staff members) (see Table 2).  
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Figure 4. Phase of ISSA Cyber Security Career Lifecycle 

 

Source: Enterprise Strategy Group and ISSA, 2016 
 

 Table 2. Phase of ISSA Cyber Security Career Lifecycle by Role 

    Cyber security 
management (N=130) 

Cyber security staff 
(N=201) 

Pre-professional 1% 1% 
Entry 2% 14% 
Mid-career 8% 24% 
Senior 19% 32% 
Leader 68% 22% 
Don’t know, I am not familiar with the ISSA Cyber Security Career 
Lifecycle 2% 6% 

Source: Enterprise Strategy Group and ISSA, 2016 
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A vast majority of cyber security professionals (78%) started their careers in IT and then migrated toward a cyber security 
focus over time (see Figure 5). Based upon this research, along with the global cyber security skills shortage, CISOs should 
actively seek to recruit new cyber security hires from IT departments within and outside of their organizations. Those that 
adopt this strategy will need to invest in cyber security training and mentoring programs to acclimate IT professionals to 
the demands of the cyber security professional as quickly as possible.  

Figure 5. Respondents Who Started Their Careers as IT Professionals 

 

Source: Enterprise Strategy Group and ISSA, 2016 

IT professionals transitioning to a cyber security career come with a host of technical and organizations skills. Which of 
these are most important for cyber security? Survey respondents point to a number of areas: Nearly half say gaining 
experience with different types of technologies, 44% point to IT operations knowledge and skills, and 42% indicate that 
networking knowledge and skills are most important for cyber security (see Figure 6).  
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Figure 6. Skills Gained as IT Professionals that Were Most Helpful in Moving to a Cyber Security Career 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Responses differed once again depending upon the role of respondents. For example, cyber security staff members were 
more likely to call out “hands-on” areas like gaining experience with various technologies and IT operations knowledge and 
skills. Alternatively, cyber security managers were more emphatic that organizational and business experiences were most 
helpful for their cyber security careers (see Table 3). These differences make sense, as more junior cyber security 
personnel may be concerned about technical skills while senior managers lean toward business and organizational matters.  

Table 3. Skills Gained as IT Professionals Most Helpful in Moving to a Cyber Security Career by Role 

    Cyber security 
management (N=107) 

Cyber security staff 
(N=170) 

Gaining experience with different types of technologies  38% 50% 
IT operations knowledge and skills 36% 49% 
Collaboration between IT and business units on business initiatives, 
processes, and strategic planning 38% 24% 

Source: Enterprise Strategy Group and ISSA, 2016 

The transition from IT to cyber security may be a common career move but why do individuals want to become cyber 
security professionals in the first place? Some (27%) simply see cyber security as a natural career move from an IT job, but 
the ESG/ISSA data paints a much more diverse picture. Many cyber security professionals are attracted to this area with 
altruistic aspirations—27% of respondents became cyber security professionals for the chance to use their technology skills 
to protect valuable IT and business assets while 22% claim they were attracted by the morality of the profession. It is also 
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noteworthy that 25% of respondents followed their intellectual curiosity as they were already working or playing with 
various technologies for a long time so a cyber security career seemed like a way to continue to do so (see Figure 7). This 
group fit the historic description of “hackers,” individuals who enjoy tinkering with technologies. 

Figure 7. Reasons for Becoming a Cyber Security Professional 

 
Source: Enterprise Strategy Group and ISSA, 2016 

9%

6%

12%

13%

21%

21%

21%

22%

25%

27%

27%

Nothing in particular, I just happened to get a cyber security
job and have continued to develop my career ever since

I took cyber security-related courses in college and this
prompted me to pursue a cyber security career

Financial opportunities associated with the cyber security
profession

A cyber security career built upon my previous military
and/or law enforcement experience

The chance to use my skills to address technical challenges

A cyber security career provides a chance to use and
develop technical and business skills simultaneously

I’ve always enjoyed understanding how various technologies 
work and how to hack them so a cyber security career 

seemed like a way to do this professionally

I was attracted by the morality of the profession

I have been working or playing with various technologies for
a long time so a cyber security career seemed like a way to

continue to do so

It was a natural career move from an IT job

The chance to use my technology skills to help protect
valuable IT and business assets

What prompted you to become a cyber security professional? (Percent of respondents, 
N=436, three responses accepted)



 Research Report: The State of Cyber Security Professional Careers (Part I) 20       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

As a profession, cyber security is highlighted by wide diversity, as cyber security professionals have an opportunity to focus 
on assorted technologies, conduct research into the threat landscape, concentrate on emergency response, or specialize in 
business and risk aspects within the cyber security domain. Perhaps it is due to this wide diversity that many cyber security 
professionals remain uncertain as to the directions of their career paths. While 35% of respondents claim to have a well-
defined cyber security career path, 42% say that their career path is somewhat well-defined and another 23% claim they 
don’t have a well-defined career path or plan to get them to the next level of their careers (see Figure 8). 

Figure 8. Cyber Security Career Path Preparation 

 
Source: Enterprise Strategy Group and ISSA, 2016 

It is also not surprising that views on cyber security career paths vary by seniority. Nearly half (47%) of cyber security 
managers believe they have a well-defined career path, compared with only 26% of cyber security staff (see Table 4). It is 
also noteworthy that 18% of cyber security managers (i.e., those with the most experience) still don’t believe they have a 
well-defined career path. Again, this reflects the diversity and changing nature of the cyber security profession.  

Table 4. Cyber Security Career Path Preparation by Role 

    Cyber security 
management (N=137) 

Cyber security staff 
(N=213) 

Yes, I believe I have a well-defined career path and plan to get to the 
next level 47% 26% 

Somewhat, I believe I have some career path ideas and plans but these 
are not really well-defined 35% 47% 

No, I don’t believe I have a well-defined career path and plan to get to 
the next level 18% 26% 

Source: Enterprise Strategy Group and ISSA, 2016 
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Based upon this data, this report concludes: 

1. Cyber security professionals starting their career should seek out help. Junior security professionals should dedicate 
ample time to explore career opportunities, determine career choice options, and create a personal strategy to 
achieve their goals over time.  

2. Cyber security managers should support staff members with mentorship and guidance. CISOs and VP-level cyber 
security professionals (as well as HR managers and business executives) should reach out to staff members and 
provide counseling, training, and coaching to help them understand career choices and what steps are necessary 
to get them where they want to go. 

3. Cyber security training, education, and professional organizations should dedicate further resources toward career 
development. These institutions must evolve beyond networking groups and specific training programs and adopt 
programs and services to help cyber security professionals with career development. It would also be helpful to 
establish global standards with regards to job titles, descriptions, KSAs, and career mappings. This would represent 
a standardization that is developed by the profession for the profession that remains agnostic to any 
training/certification/government influence.      

How can cyber security professionals advance their careers? The largest percentage of respondents (44%) agree that the 
best strategy is a combination of a mentor/career coach, a standardized career map, and some technical training (see 
Figure 9). It is worth noting, however, that 19% of respondents chose other, none of the above, or don’t know. This 
demonstrates lingering uncertainty around cyber security career options and how these options should be managed as a 
career path. Cyber security professionals experiencing this level of career uncertainty should seek out advice from peers 
through professional organizations, industry events, and other communal offerings. 

Figure 9. Most Helpful Factors in Getting to the Next Level Career-wise 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Respondents were also asked their opinions on the most effective methods for increasing their cyber security knowledge, 
skills, and abilities (KSAs). More than half of the cyber security professionals surveyed equated KSA development to 
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attending specific cyber security training courses (58%) and participating in professional organizations (53%) (see Figure 
10). This combination seems to be a good balance between bolstering technical skills and communicating with peers about 
organizational and personal development.  

Figure 10. Most Effective Methods for Increasing KSAs 

 
Source: Enterprise Strategy Group and ISSA, 2016 

KSA development also depends upon where cyber security professionals are in their career lifecycle. For example, cyber 
security managers opt for participating in professional organizations and working closely with business professionals while 
cyber security staff members look for on-the-job training from mentors and college-level cyber security courses (see Table 
5). This data indicates that organizations should provide options for cyber security skills development to allow individuals 
with different experience and career aspirations the ability to improve skills in the right areas to build their careers. 
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Table 5. Most Effective Methods for Increasing KSAs by Role 

    Cyber security 
management (N=137) 

Cyber security staff 
(N=213) 

Participating in professional organizations 61% 47% 
On-the-job mentoring from a cyber security professional who is more 
experienced than I am 30% 43% 

Working closely with highly-experienced business professionals 36% 25% 
Taking college-level cyber security courses 10% 21% 

Source: Enterprise Strategy Group and ISSA, 2016 

Notice in Figure 10 that only 34% of survey respondents said that achieving additional security certifications are an 
effective method for improving one’s cyber security knowledge, skills, and abilities. This is a common belief in the cyber 
security world, especially among inexperienced professionals looking to move ahead. 

To gauge the actual effectiveness of security certifications, ESG and ISSA compiled a list of some of the most common 
security certifications and asked survey respondents a series of questions. First, cyber security professionals were asked to 
list all of the certifications they had presently. More than half (56%) of those surveyed have achieved a Certified 
Information Systems Security Professional (CISSP) certification (see Figure 11). This was expected, as a CISSP is often 
perceived as a requirement for many cyber security positions. It is interesting to note, however, that there is a precipitous 
drop-off from the CISSP certification to other certifications such as CompTIA Security+ (19%), CISM (17%), and CISA (16%).  
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Figure 11. Certifications Achieved 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Cyber security professionals were then asked to rate their certifications as useful for getting a job, and useful for providing 
the knowledge, skills, and abilities needed as a cyber security professional. Interestingly, the data follows the same pattern 
as found in Figure 11, with the CISSP certification standing well above all others in both instances (see Error! Reference 
source not found.). 

This data demonstrates an obvious correlation. Since 56% of survey respondents have achieved CISSP certification, it is 
natural that many of them would say that a CISSP is useful for getting a job and providing the right KSAs, which is exactly 
what the data reveals. What’s troubling, however, is the decrease in value associated with all other certifications. In each 
case, the percentage of respondents claiming that an individual certification was useful for getting a job or providing the 
right KSAs was lower than the percentage of respondents who’d achieved this certification. In other words, some 
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percentage of those with each certification (other than a CISSP) did not see an appropriate return on their certification 
investment, so specific training courses may offer far better ROI.  

Figure 12. Certifications Achieved: Most Useful for Getting a Job versus Those that Provide the KSAs 
Needed as a Cyber Security Professional 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Of course, the data should not be interpreted as meaning that these other certifications are worthless, but it appears that 
beyond a CISSP, other certifications are much more specialized and don’t provide the broad industry-wide value that a 
CISSP can.  

Cyber security professionals should live by the golden rule of consumers: caveat emptor. In spite of industry hype over the 
past few years, security certifications are not a panacea for a successful cyber security career. Rather, cyber security 
professionals should establish a baseline through the CISSP, which provides a broad scope based upon the ten domains of 
the common body of knowledge, and then use mentoring to focus on specialty areas with specific training and 
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certifications for establishing areas of expertise. This strategy can help cyber security professionals move from getting a job 
to establishing a fruitful career path.  
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Cyber security professionals are in high demand. According to ESG research conducted earlier this year (and previously 
mentioned in this report), 46% of organizations claim they have a problematic shortage of cyber security skills in 2016, an 
18% increase from 2015.2 Given the global cyber security skills shortage, employers have a vested interest in making sure 
that cyber security management staff is well taken care of. 

ESG and ISSA explored the current cyber security jobs perspective with a series of questions, starting with overall level of 
job satisfaction. The data demonstrates a lukewarm situation where 41% of cyber security professionals are very satisfied 
with their current jobs but 44% are only somewhat satisfied with their current jobs. It should be cause for concern that 
15% of respondents are not very satisfied or not at all satisfied (see Figure 13). There is a slight data skew indicating that 
senior cyber security managers tend to be somewhat more satisfied than junior cyber security staff. 

Figure 13. Level of Satisfaction with Current Job 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Just what determines job satisfaction for cyber security professionals? Nearly one-third (32%) believe that job satisfaction 
begins with competitive or industry-leading compensation. Clearly compensation is a top priority, but cyber security 
professionals look for other elements as well, such as a general organizational culture that promotes strong cyber security 
(24%), business management’s commitment to cyber security (23%), the ability to work with highly-skilled and talented 
cyber security professionals (22%), organizations that provide and support financial incentives enabling cyber security 
professionals to participate in training and develop their technical skills (22%), and organizations that provide opportunities 
for career advancement and promotions (22%) (see Figure 14).  

 

 

 

 

 

                                                           
2 ibid. 
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Figure 14. Factors Determining Job Satisfaction 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Respondents were also asked to identify factors leading to dissatisfaction with their jobs. Interestingly, money was not the 
top factor here—rather, 35% claimed that dissatisfaction would come at a company where cyber security is a secondary 
part of business strategy, IT initiatives, or corporate culture. And while 33% equated job dissatisfaction with substandard 
financial compensation, cyber security professionals pointed to other discouraging issues, such as when organizations 
don’t provide ample opportunities for skills development (29%) and situations where an overwhelming workload is 
imposed on the cyber security team (see Figure 15).  
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Figure 15. Factors Determining Job Dissatisfaction 

 
Source: Enterprise Strategy Group and ISSA, 2016 

The data presented in this report presents a clear picture of what’s important to cyber security professionals including: 

• Competitive compensation. 

• An employer willing to commit ample resources to cyber security and make it part of its overall  
organizational culture. 

1%

6%

7%

15%

16%

19%

21%

26%

26%

28%

29%

33%

35%

None of the above

Organization tends to suffer numerous system compromises
and/or data breaches

Cyber security team spends the majority of its time on
security alerts and emergency response

Sub-par skills across the entire cyber security department

Organization’s cyber security policies, procedures, and 
controls are focused on regulatory compliance rather than …

Organization tends to settle on stagnant IT and/or cyber
security technologies

Unclear and inconsistent job descriptions and
responsibilities

Organization does not provide ample opportunities for
career advancement

Organization treats cyber security from an IT perspective
with little to no interaction with or input into business…

An overwhelming workload imposed on the cyber security
team

Organization does not provide ample opportunities for skills
development

Financial compensation that you believe is less than you
could make doing the same job elsewhere

Cyber security is a secondary part of business strategy, IT
initiatives and/or corporate culture

Alternatively, which of the following factors would lead to dissatisfaction with a cyber 
security job and might lead you to explore other opportunities? (Percent of respondents, 

N=437, three responses accepted)



 Research Report: The State of Cyber Security Professional Careers (Part I) 31       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

• An organization that offers cyber security team members opportunities for skills development and career 
advancement. 

Along these lines, survey respondents were asked whether their organizations provide the right level of training so they 
can keep up with ever-changing business and IT risk. The results are not promising, as only 44% responded “yes.” 
Unfortunately, another 32% feel that their organizations should provide a bit more training so the cyber security team can 
keep up with business and IT risk, while 24% believe that their organizations should provide significantly more training so 
the cyber security team can keep up with business and IT risk (see Figure 16).  

Figure 16. Training Provided to Keep Up with Business and IT Risk 

 
Source: Enterprise Strategy Group and ISSA, 2016 

It is worth noting that cyber security managers and staff responses varied widely in this area (see Table 6). Just over half 
(53%) of cyber security managers believe their organizations provide adequate cyber security training, compared with 37% 
of cyber security staff. In this situation, perception is reality. In other words, if cyber security staff members believe they 
aren’t receiving adequate training, then this is likely the case, in spite of what cyber security managers think.  

Table 6. Training Provided to Keep Up with Business and IT Risk by Role 

    Cyber security 
management (N=137) 

Cyber security staff 
(N=213) 

Yes, my current employer provides the cyber security team with the 
right level of training in order for them to keep up with business and IT 
risk 

53% 37% 

No, my organization should provide a bit more training so the cyber 
security team can keep up with business and IT risk 26% 37% 

No, my organization should provide significantly more training so the 
cyber security team can keep up with business and IT risk 21% 26% 

Source: Enterprise Strategy Group and ISSA, 2016 
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What’s disturbing about this data is simply this: At a minimum, organizations should be providing the cyber security team 
with the right level of training to keep up with business and IT risk. Falling behind in this area not only alienates the cyber 
security team but also increases risk for the entire organization. This should be unacceptable to all business, IT, and cyber 
security constituencies. Falling behind with training also alienates the cyber security staff who highly value skills 
advancement. CISOs and corporate executives must also evaluate the impact that the cyber security skills shortage has on 
continuous education and training. Given this reality, security teams may need to consider training alternatives, such as 
videos and online courses, that help them provide efficient training options in a time of scarce time and human resources.  

Overall, organizations lacking the three attributes described (i.e., provides competitive compensation, is willing to commit 
ample resources to cyber security, and offers opportunities for skills development and career advancement) will certainly 
find it difficult to retain their cyber security staff as the global cyber security skills shortage has led to “a seller’s market” for 
cyber security skills. As proof of this, survey respondents were asked how often they were solicited by recruiters with 
offers for other jobs. Alarmingly, nearly half (46%) of the cyber security professionals surveyed said they were solicited 
once a week or more (see Figure 17). It is also noteworthy that 23% of CISOs (or those holding a similar position) claim they 
are solicited to consider other cyber security jobs five or more times per week as compared with 13% of the general survey 
population.  

Figure 17. Frequency of Being Solicited by Job Recruiters 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Cyber security professionals are in extremely high demand and the loss of a few key individuals at almost any organization 
could immediately lead to a precipitous rise in business and IT risk. Given this frightening reality, organizations should 
regularly survey their cyber security team and see where they stand on the three points described above. Those that excel 
in these areas should promote themselves as cyber security centers of excellence in order to recruit and retain top cyber 
security talent. Those lagging in one or several areas should institute immediate programs for improvement or face the 
possibility of high attrition and the associated increase in risk.  
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Overall, 64% of survey respondents say that their organization has a dedicated cyber security team that is separate from IT 
(see Figure 18). Not surprisingly, the results were highly skewed toward larger organizations (see Table 7). Note that some 
smaller organizations may have a single person dedicated to cyber security alone (i.e., with no additional IT 
responsibilities).  

Figure 18. Organizations with a Dedicated Cyber Security Team 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Table 7. Organizations with a Dedicated Cyber Security Team by Size of Organization  

    
 Fewer than 100 

employees (N=93) 
100 to 999 

employees (N=80) 

1,000 or more 
employees 

(N=264) 
Organization has a dedicated cyber security team that is 
separate from IT 39% 39% 80% 

Organization does not have a dedicated cyber security 
team that is separate from IT 61% 61% 20% 

Source: Enterprise Strategy Group and ISSA, 2016 

 

The chief information security officer (CISO) position and title have experienced steady growth over the past decade. As 
part of this research project, two-thirds of respondents worked at organizations that employed a CISO, CSO, or similar 
position (see Figure 19). 
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Figure 19. Organizations with a CISO/CSO 

 
Source: Enterprise Strategy Group and ISSA, 2016 

What types of organizations have CISOs (or similar roles) in place? 

• Eighty percent of organizations with 1,000 or more employees have CISOs or similar roles. Alternatively, 53% of 
organizations with fewer than 1,000 employees do not have a CISO (or similar role) in place.  

• Seventy-four percent of survey respondents working at financial services firms, 69% of survey respondents working 
at information technology companies, 68% of survey respondents working at federal, state, and local government 
agencies, and 63% of survey respondents working at health care organizations said that their organizations 
employee a CISO (or similar role). 

Those organizations with CISOs (or similar roles) most often claim that the CISO reports to a CIO (41%) followed by a CEO 
(22%) (see Figure 20). It is also worth noting that CISOs are more likely to report to a CEO at organizations with fewer than 
1,000 employees. At larger organizations with 1,000 or more employees, CISOs are more likely to report to CIOs (see Table 
8). Perhaps CIOs also assume the role of CISO at smaller organizations, but clearly reporting structures are different 
depending upon organizational size.  
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Figure 20. CISO Reporting Structure 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

Table 8. CISO Reporting Structure by Size of Organization 

    Fewer than 1,000 
employees (N=82) 

 1,000 or more 
employees (N=211) 

CISO reports to CEO 38% 16% 
CISO reports to CIO 22% 49% 
CISO reports to someone other than the CEO or CIO (or “don’t know”) 40% 35% 

Source: Enterprise Strategy Group and ISSA, 2016 
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Industry rhetoric professes that cyber security has become a boardroom-level issue. If this is true, it would be safe to 
assume that CISOs are active participants with executive management and corporate boards helping business 
management in areas such as risk management, cyber security policy development, and day-to-day cyber security 
monitoring.  

The data gathered for this report suggests that a lot of work remains in order to establish tighter relationships between 
cyber security and business leadership. Of those respondents with CISOs (or similar positions), 38% believe that their CISO 
is very active and meets with executive management and/or the board of directors at least once per quarter. At the 
remaining 62%, CISOs are considered active (i.e., meet with executive management and/or the board of directors at least 
twice per year) (22%), somewhat active (i.e., meet with executive management and/or the board of directors at least once 
per year) (10%), or meet with executive management and/or the board of directors on an ad-hoc basis (10%)  (see Figure 
21).  

Figure 21. Level of CISO/CSO Participation with Executive Management and Board of Directors 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Is this level of active participation enough? Just over half (56%) of survey respondents working at organizations with CISOs 
believe their CISO’s level of participation with executive management and the board of directors is at an adequate level. 
Unfortunately, 16% responded that the level of participation with executive management and the board of directors 
should increase somewhat in order to improve cyber security risk management, while 12% claim that the level of 
participation with executive management and the board of directors should increase significantly in order to improve cyber 
security risk management (see Figure 22).  
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Figure 22. CISO Level of Participation with Executive Management 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Once again, responses varied somewhat depending upon respondents’ roles. Interestingly, far more cyber security 
managers believe that their level of participation with executive management and the board of directors should increase 
significantly in order to improve cyber security risk management (see Table 9). At the same time, 21% of cyber security 
staff responded that they don’t know. Both of these data points are discouraging, as they point to frustrated CISOs with 
less business impact than they’d like, and cyber security staff members who seem to be in the dark about the relationship 
between the CISO and the business.  

Table 9. CISO Level of Participation with Executive Management by Role 

    Cyber security 
manager (N=108) 

Cyber security staff 
(N=135) 

Yes, the level of participation with executive management and the board 
of directors is at an adequate level 57% 59% 

No, the level of participation with executive management and the board 
of directors should increase somewhat in order to improve cyber 
security risk management at my organization 

19% 13% 

No, the level of participation with executive management and the board 
of directors should increase somewhat in order to improve cyber 
security risk management at my organization 

19% 7% 

Don’t know 4% 21% 
Source: Enterprise Strategy Group and ISSA, 2016 

56%

16%

12%

16%

Do you think your CISO’s /CSO’s or similar executive-level cyber security position’s level of 
participation with executive management and the board of directors is adequate? (Percent 
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management and the board of directors should
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security risk management at my organization

No, the level of participation with executive
management and the board of directors should
increase significantly in order to improve cyber
security risk management at my organization

Don’t know
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What types of attributes characterize a good CISO? Half of all respondents pointed to leadership skills, 47% chose 
communications skills, and 30% leaned toward a strong relationship between CISOs and business executives (see Figure 
23). 

Figure 23. Most Important Qualities of a Successful CISO 

 
Source: Enterprise Strategy Group and ISSA, 2016 

There were a few key differences in the responses of cyber security managers and staff members. Managers were more 
apt to select business acumen while staff members placed more emphasis on management skills (see Table 10).  

This is a good synopsis of attitudes toward cyber security leadership. Cyber security managers clearly see the CISO as a 
business executive and believe that he or she should have the necessary business skills for the tasks at hand. Alternatively, 
cyber security staff members view CISOs as their ultimate boss and thus believe that this person should have the 
appropriate management skills to oversee their responsibilities, roles, and careers.  
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Table 10. Most Important Qualities of a Successful CISO by Role 

    Cyber security 
manager (N=137) 

Cyber security staff 
(N=213) 

Business acumen 28% 12% 
Management skills 16% 26% 

Source: Enterprise Strategy Group and ISSA, 2016 

When it comes to CISOs, some industry research reports a disturbing trend. Many CISOs tend to have short tenures, 
leaving one CISO job for another every few years. Why is this happening? Survey respondents were asked to voice their 
opinions on this question. Just under one-third of respondents (31%) believe that CISOs leave when their organization does 
not have a corporate culture that emphasizes cyber security, 30% say CISOs exit when he or she is not an active participant 
with executive management and/or the board of directors, and 27% believe that CISOs move on because of higher 
compensation packages at another organization (see Figure 24).  

It is worth noting that 44% of actual CISOs said that CISOs leave when they are not active participants with executive 
management and/or the board of directors, compared with 30% of the overall survey population. Obviously, this situation 
is particularly offensive to cyber security professionals who’ve built their careers and assumed a leadership position. These 
individuals want to make a positive contribution to the business and are likely to leave when pushed aside, ignored, or 
denied this opportunity.  
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Figure 24. Factors Likely to Cause CISOs to Leave an Organization 

 
Source: Enterprise Strategy Group and ISSA, 2016 
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The Cyber Security Team’s Organizational Relationships 
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At organizations large and small, strong cyber security defenses and best practices depend upon tight relationships 
between cyber security, IT, and business management. What is the current status of these relationships? Data accrued as 
part of this project points to yet another mixed bag: 39% of respondents classify the relationship between cyber security 
and IT as very good while another 40% claim this relationship is good. Unfortunately, 20% rate this relationship as fair or 
poor, a disappointing result. At the same time, 29% of cyber security professionals characterize the relationship between 
cyber security and business teams as very good while 44% say this relationship is good overall—but then again, 27% say 
the relationship between cyber security and business teams is only fair or poor (see Figure 25). 

Figure 25. Working Relationship Between Cyber Security, IT, and Business Teams 

 
Source: Enterprise Strategy Group and ISSA, 2016 

The data demonstrates a consistent correlation between career seniority and responses about cyber security relationships. 
The more senior the respondent, the more positive they are about cyber security relationships (see Table 11).  
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Table 11. Working Relationship Between Cyber Security, IT, and Business Teams by Role 

    Cyber security 
manager (N=93) 

Cyber security staff 
(N=146) 

Relationship between cyber security and IT team is very good 48% 34% 
Relationship between cyber security and business team is very good 36% 23% 

Source: Enterprise Strategy Group and ISSA, 2016 

This gap is even bigger when comparing CISO impressions with those of the most junior cyber security staff members (see 
Table 12). 

Table 12. Working Relationship Between Cyber Security, IT, and Business Teams by CISO and Junior 
Cyber Security Staff 

    CISO (N=61) Junior cyber security 
staff (N=84) 

Relationship between cyber security and IT team is very good 63% 32% 
Relationship between cyber security and business team is very good 48% 22% 

Source: Enterprise Strategy Group and ISSA, 2016 

These differences in opinions about cyber security organizational relationships are significant and may indicate that senior 
cyber security managers have much better relationships with their IT and business peers than more junior IT staff 
members. Regardless of the reason, however, the data points to friction between cyber security and other organizations at 
a grassroots level that needs to be investigated and addressed by CISOs, CIOs, and business executives.  

Cyber security teams collaborate with business and IT teams across people, processes, and technologies, so it’s important 
to understand the specific difficulties these groups encounter when working together. From a business perspective, goals 
alignment stood above and beyond any other response. This indicates that cyber security and business teams are 
sometimes at odds and are not coordinating with business teams on desired outcomes at the very least. It’s also likely that 
these groups are not synchronizing on appropriate security policies and controls (see Figure 26). Once again, this data calls 
out the work-in-progress nature of the relationship between cyber security teams and the business.  

On the IT side, survey respondents claim that the biggest challenge in the working relationship of cyber security and IT 
teams is prioritizing tasks between the two groups. For example, security professionals may consider a particular software 
patch a high priority while IT operations may have other tasks at the top of its to-do list, pushing out the software patch for 
days or weeks. Issues like this may indicate: 

1. IT and cyber security teams have not found a common way to communicate or collaborate on the definition of a 
priority. 

2.  IT and cyber security teams retain different personal and group goals. 

3. Each group has its own tools to track priorities and workflow. 

CISOs and CIOs should assess the extent of these collaboration challenges and work together to find common solutions. 
Creative IT and cyber security managers will modify job responsibilities, change reporting structures, and adjust 
compensation models to address these challenges.  

 

 

 



 Research Report: The State of Cyber Security Professional Careers (Part I) 45       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

Figure 26. Most Challenging Aspect of Working Relationship Between Cyber Security and IT Teams 

 
Source: Enterprise Strategy Group and ISSA, 2016 

Survey respondents were asked a follow-up question to see how their organizations were bringing cyber security and IT 
teams together. It appears that organizations have taken a number of bridging actions over the past two years, including 
increasing the cyber security team’s participation in IT planning (37%), adopting new processes and/or IT frameworks (i.e., 
COBIT, ITIL, NIST-800, etc.) (29%), and moving certain tasks from the IT to the cyber security team (28%) (see Figure 27). 

 

 

 

 

 

 

 

 

  

 

11%

5%

3%

6%

9%

10%

13%

16%

28%

11%

9%

2%

13%

10%

6%

26%

12%

11%

Don’t know

None of these are challenging

Other

Communication between the two groups

Ongoing monitoring and oversight of
cooperative tasks and processes

Cooperative use of common technologies
and tools

Goals alignment

Coordination around processes between
the two groups

Prioritizing tasks between the two groups

Most challenging aspect of
working relationship between
cyber security and business teams
(N=437)

Most challenging aspect of
working relationship between
cyber security and IT teams
(N=279)

Which of the following is most challenging in the working relationship between the cyber security and 
IT teams? Which of the following is most challenging in the working relationship between the cyber 

security team and business teams (i.e., end-users, line-of-business managers, executives, etc.)? 



 Research Report: The State of Cyber Security Professional Careers (Part I) 46       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

Figure 27. Actions Taken to Improve Relationship Between Cyber Security and IT Teams Over the Past 
Two Years 

 
Source: Enterprise Strategy Group and ISSA, 2016 

These are positive steps toward solving the challenge of prioritizing tasks between IT and cyber security teams. For 
example, cyber security team participation in IT planning can help accelerate security tasks associated with new IT 
initiatives. New processes and frameworks can help document and formalize workflows between the two groups. Moving 
tasks from IT to cyber security can help accelerate cyber security activities like procuring network security technologies or 
applying rules to firewalls.  

An old saying in business states that every employee is a salesperson. This maxim suggests that everyone has a 
responsibility to represent his or her organization in a positive manner, in effect selling the company and its products. The 
same thinking applies to cyber security. In truth, strong cyber security is a collective effort requiring participation from all 
employees. To facilitate this collective effort, senior business and IT management must make sure that their groups are 
active and cooperative participants in cyber security efforts. Business and cyber security professionals must collaborate to 
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minimize risk while enabling secure business processes. Similarly, cyber security and IT personnel must work together to 
ensure that strong security is included in IT planning, development, testing, deployment, and production.  

According to the data presented in this report, the relationship between cyber security and IT teams might result in a grade 
of B, while cyber security and business group grades would be no higher than a C. Clearly, there is a lot of work ahead to 
improve these critical relationships.  
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Cyber Security Professionals’ Opinions 
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To conclude this research project, survey respondents were presented with a series of statements and asked whether 
they agreed or disagreed with each of them (see Figure 28). A few of these results stood out: 

• Keeping current with cyber security skills is critical but this isn’t always easy. A vast majority (89%) of cyber 
security professionals strongly agree or agree with the notion that cyber security professionals must keep up 
with their skills or the organizations they work for are at a significant disadvantage against today’s cyber-
adversaries. Unfortunately, 63% strongly agree or agree with the statement: While I try to keep up on cyber 
security skills, it is hard to do so given the demands of my job. This issue is also exposed in Figure 16, where only 
44% of respondents said that their organizations provided an adequate level of cyber security training. CISOs 
should take the time to assess this situation as the cyber security knowledge gap may equate to an unacceptable 
level of IT risk and departmental attrition. 

• Many cyber security professionals have been asked to fight a losing battle. A majority (61%) of cyber security 
professionals strongly agree or agree with the statement: I’ve had one or more jobs during my cyber security 
career where I’ve worked for an organization that really doesn’t understand what’s required for cyber security 
defense and operations. This indicates that in spite of a tidal wave of data breaches over the past decade, plenty 
of organizations still treat cyber security as a necessary evil. This is a frightening reality suggesting that many 
organizations remain extremely vulnerable to cyber-attacks. Corporate boards, regulators, and cyber insurance 
firms should take note of this unfortunate situation. 

• Cyber security “burn out” is a systemic risk. Sixty-three percent of respondents strongly agree or agree with the 
statement: A cyber security career can be taxing on the balance between one’s professional and personal life. 
This alone is troubling, but 55% of cyber security professionals strongly agree or agree with the statement: The 
cyber security skills shortage is a far bigger problem than is being communicated. This suggests an alarming 
situation where many cyber security departments operate understaffed and under-skilled, placing existing staff 
under a great deal of pressure. CISOs should investigate the mental state of their cyber security teams on a 
regular basis. 

• The value of security certifications is up for debate. Note that 60% of respondents strongly agree or agree with 
the statement: Security certifications are far more useful for getting a job than they are for actually doing a job. 
This supports the data presented previously in Figures 11 and 12. Before pursuing security certifications, cyber 
security professionals should assess whether this is the best course of action to further one’s education and 
practical skill sets. Large organizations that promote and pay for security certifications should also investigate 
whether this course of action actually helps improve security or deliver measurable ROI before continuing to 
fund these programs.  

A cyber security career can be fraught with challenges as individuals struggle to keep up with skills, work at low cyber 
security IQ organizations, and try to cope with the stress of their jobs. In spite of these issues, however, it is encouraging 
that 79% of survey respondents strongly agree or agree with the statement: Overall, I am happy as a cyber security 
professional. This data point speaks volumes about cyber security professionals who are willing to passionately fight the 
good fight regardless of their personal situations.  
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Figure 28. Respondents’ Sentiment on Various Cyber Security Topics 

 
Source: Enterprise Strategy Group and ISSA, 2016 
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On the positive side, this report reveals that cyber security professionals are relatively happy with their careers and 
generally agree on what makes a job satisfying or not. Unfortunately, the report also calls out a number of troubling trends 
including: 

1. Many cyber security professionals aren’t sure how to develop their career paths. 

2. The majority of cyber security professionals aren’t receiving the right level of skills development to address the 
rapidly evolving threat landscape. 

3. The cyber security skills shortage has created a job market that is a disruptive force, leading to, attrition, unfilled 
positions, and perpetual changes in cyber security departments. Overall, these issues can add job-related stress to 
cybersecurity personnel while making it harder for organizations to protect critical IT assets 

4. The relationships between cyber security, business, and IT teams remain a work in progress.  

5. Too many organizations are still happy with “good enough” security rather than good security. 

These ramifications have a profound impact on cyber security professionals and the organizations they work for. 
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Top Five Research Implications for Cyber Security Professionals 
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Cyber security professionals can use the research presented in this report as a guideline for career planning. This is 
especially true for those in the early stages of a cyber security career or individuals seeking to enter the field. The data 
suggests that cyber security professionals should: 

• Invest more time in career development. The report reveals that only 35% of cyber security professionals claim that 
they have a well-defined career path and plan to get to the next level. This is understandable for several reasons. 
The cyber security field is in a state of perpetual change, so it can be hard to pinpoint where it is going and how 
emerging cyber security trends align with career goals. Additionally, many cyber security professionals begin their 
career with some type of fixed-function responsibility like firewall or email security administrator. Based upon 
these circumstances, many cyber security professionals maintain a short-term focus, concentrating on the tasks at 
hand rather than their future career path. Given the variety of cyber security career opportunities, ESG and ISSA 
believe that cyber security professionals should invest time in career development and planning at all stages of 
their career lifecycles. This is especially true for junior cyber security professionals who have the opportunity to 
take their careers into emerging technical areas (i.e., cloud security, IoT security, etc.) or focus on business aspects 
of cyber security (i.e., risk management, CISO positions, etc.). Cyber security professionals should take the time to 
explore career possibilities, research appealing options, and map out a career progression to achieve their goals 
over time.  

• Look to training and peers rather than security certifications to improve cyber security KSAs. The data indicates that 
knowledge, skills, and abilities development tends to come from on-the-job experiential training rather than 
security certifications. Of course, cyber security certifications may play a role for specific types of training, but 
experienced cyber security professionals seem to develop their skills by networking with peers, and attending 
training courses taught by cyber security practitioners. Cyber security professionals should join professional 
organizations/user groups and attend industry events in order to maximize networking opportunities that can help 
them bolster the skills they need on a daily basis. 

• Seek out mentors. Closely related to the points above, cyber security professionals should find and learn from 
mentors throughout their careers. The good news here is that the cyber security world is populated with 
experienced professionals willing to give back to their community. Seeking out mentors should be one of many 
“check-box” requirements in all cyber security professionals’ career planning to-do list.  

• Develop business acumen in the early stages of a cyber security career. The research presented in this report 
reveals that junior cyber security professionals tend to have limited understanding of the business aspects of cyber 
security. This is understandable as they are probably drawn to the technical side of cyber security, but it’s 
important to understand that business requirements will intersect with cyber security technology as their careers 
progress. This should be a priority for cyber security professionals with eventual CISO aspirations. To maximize 
their career development, ambitious cyber security professionals would also benefit by focusing their business 
training on the how cyber security and business subjects intersect in specific industries. Once again, finding 
mentors, networking with peers, and learning from experienced tacticians may be the best course of action.  

• Take advantage of “the seller’s market” when appropriate. Recall that 41% of survey respondents say they are very 
satisfied at their current job, but the data also reveals that 61% of cyber security professionals have had at least 
one job experience working for an organization that didn’t really understand cyber security. Dissatisfied cyber 
security professionals and those working in “dead end” jobs should realize that they have an unprecedented 
opportunity due to the current global cyber security skills shortage. As this report reveals, 46% of cyber security 
professionals are being solicited by job recruiters at least once per week. Before jumping at the next higher paying 
job, however, cyber security professionals should invest time in career planning as suggested and create a list of 
ideal conditions for employment. For example, survey respondents indicated that factors like a strong cyber 
security culture, business managements’ commitment to cyber security, and the ability to work with a highly 
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skilled cyber security team help make their jobs satisfying. Job-shopping cyber security professionals should look 
for new opportunities that include all of these attributes rather than focus on compensation alone.  
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Like it or not, businesses, non-profits, and government agencies are engaged in a competition to attract and retain cyber 
security talent. To appeal to cyber security professionals at large, these organizations should: 

• Recruit cyber security professionals from IT when possible, but be creative elsewhere. Eighty-percent of the cyber 
security professionals surveyed for this report started their careers in IT before proceeding to information security. 
With no end in sight for the global cyber security skill shortage, CISOs should create a structured program to 
recruit IT talent interested in cyber security opportunities. Based upon the report data, it may be worthwhile to 
target candidates who’ve worked with multiple technologies, those with IT operations and networking technology 
experience, and those with a background of collaborating with business managers on IT initiatives. Alternatively, it 
is worth noting that the cyber security staffing shortage may be a function of a myopic HR recruiting strategy 
centered on the IT resource pool alone. There may be other areas in the business, such as business analysts, with 
similar skill sets. CISOs should think outside the box and supplement creative recruiting efforts with the right 
training.  

• Invest more in cyber security training. Whether teaching IT professionals about cyber security or advancing the 
KSAs of the existing cyber security team, the ESG/ISSA research points to a profound need for continuing education 
and training. This is especially important since only 44% of survey respondents believe they receive the right level 
of cyber security training from their employer today. Investing in leading cyber security professionals will not only 
improve the effectiveness of the current cyber security staff, but will also help CISOs recruit cyber security 
professionals seeking an environment where they can develop their skills.  

• Provide career development advice and services. Aside from training, CISOs should adopt programs and support 
services to help cyber security team members develop their careers. This effort can include mentoring programs, 
guest speakers, and organizational participation in cyber security professional organizations. Investments in career 
development programs can help organizations retain employees and attract new hires seeking cyber security jobs 
and career guidance.  

• Assess whether the organization meets the criteria for cyber security job satisfaction. As the research reveals, cyber 
security professionals are attracted to organizations with strong cyber security cultures, business commitments to 
cyber security, and those that provide opportunities for skills development and career growth. Alternatively, cyber 
security professionals are alienated by organizations that relegate cyber security to a low priority, or those that 
skimp on security budgets, training, and career development. CISOs should survey the cyber security staff to see 
how the organization is doing in each of these areas and encourage suggestions for improvement.  

• Find ways to improve cyber security team relationships. As stated throughout this report, relationships between 
cyber security, business, and IT teams are a work in process that sometimes suffer from poor coordination around 
tasks, priorities, and overall objectives. CISOs must work with business and IT executives to improve these 
relationships from end to end. How? Some suggestions include developing cross-functional groups focused on 
business (rather than IT) initiatives where team members are measured on outcomes, not technical metrics. Cross-
training or job rotation programs may present another opportunity to improve empathy and define collective 
processes and goals. Improving cyber security relationships should be a top-down objective for all organizations, 
with senior management leading and accountable for improvement. In this regard, CEOs should have oversight 
into programs and progress in this area while acting as cyber security cheerleaders across the entire organization.  

As organizations make progress in the areas outlined above, they should strive to become cyber security centers of 
excellence by monitoring advancements and striving for continuous improvement. They should also promote their 
commitment to cyber security to the cyber security professional community at large. These actions can help them improve 
the effectiveness of their cyber security programs and make them an attractive employer for cyber security professionals 
at all stages of their careers.  

Research Methodology 
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To gather data for this report, ESG conducted an online survey of security and IT professionals from the ISSA member list 
(and beyond) in North America, Europe, Central/South America, Africa, Asia, and Australia between May 19, 2016 and June 
12, 2016.  

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed 
responses (on a number of criteria) for data integrity, we were left with a final total sample of 437 security and IT 
professionals. 

Please see the Respondent Demographics section of this report for more information on these respondents. 

Note: Totals in figures and tables throughout this report may not add up to 100% due to rounding. 

  

http://www.issa.org/
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Respondent Demographics 
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The data presented in this report is based on a survey of 437 qualified respondents and cyber security professionals. 
Figures 29-34 detail the demographics of the respondent base, including individual respondents’ current role, 
responsibilities, and geographic location, as well as respondent organizations’ total number of employees, primary 
industry, and annual revenue. 

Respondents by Current Position 

Respondents’ current role is shown in Figure 29. 

Figure 29. Respondents by Current Position 

 
Source: Enterprise Strategy Group and ISSA, 2016 
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Respondents by Current Primary Responsibilities 

Respondents’ current primary responsibilities is shown in Figure 30. 

Figure 30. Respondents by Current Primary Responsibilities 

 
Source: Enterprise Strategy Group and ISSA, 2016 
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Respondents by Region 

The regional breakdown of respondents is shown in Figure 31. 

Figure 31. Respondents by Region 

 

Source: Enterprise Strategy Group and ISSA, 2016 
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Respondents by Number of Employees 

The number of employees in respondents’ organizations is shown in Figure 32. 

Figure 32. Respondents by Total Number of Employees Worldwide 

 
Source: Enterprise Strategy Group and ISSA, 2016 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

16%

5%

5%

7%

6%

9%8%

13%

8%

23%

How many total employees does your organization have worldwide? (Percent of 
respondents, N=437)

Less than 50

50 to 99

100 to 249

250 to 499

500 to 999

1,000 to 2,499

2,500 to 4,999

5,000 to 9,999

10,000 to 19,999

20,000 or more



 Research Report: The State of Cyber Security Professional Careers (Part I) 64       

© 2016 by The Enterprise Strategy Group, Inc., and ISSA. All Rights Reserved. 

Respondents by Industry 

Respondents were asked to identify their organization’s primary industry. In total, ESG received completed, qualified 
respondents from individuals in 19 distinct vertical industries, plus an “Other” category. Respondents were then grouped 
into the broader categories shown in Figure 33. 

Figure 33. Respondents by Industry 

 
Source: Enterprise Strategy Group and ISSA, 2016 
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Respondents by Annual Revenue 

Respondent organizations’ annual revenue is shown in Figure 34. 

Figure 34. Respondents by Annual Revenue 

 

Source: Enterprise Strategy Group and ISSA, 2016 
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All trademark names are property of their respective companies. Information contained in this publication has been obtained by sources The 
Enterprise Strategy Group (ESG) considers to be reliable but is not warranted by ESG. This publication may contain opinions of ESG, which are subject 
to change from time to time. This publication is copyrighted by The Enterprise Strategy Group, Inc. Any reproduction or redistribution of this 
publication, in whole or in part, whether in hard-copy format, electronically, or otherwise to persons not authorized to receive it, without the express 
consent of The Enterprise Strategy Group, Inc., is in violation of U.S. copyright law and will be subject to an action for civil damages and, if applicable, 
criminal prosecution. Should you have any questions, please contact ESG Client Relations at 508.482.0188. 

The Information Systems Security Association (ISSA) is the community of choice for international cybersecurity professionals dedicated to advancing 
individual growth, managing technology risk, and protecting critical information and infrastructure. ISSA members and award winners include many of 
the industry’s notable luminaries and represents a broad range of industries - from communications, education, healthcare, manufacturing, financial 
and consulting to IT - as well as federal, state and local government departments and agencies. Through regional chapter meetings, conferences, 
networking events and content, members tap into a wealth of shared knowledge and expertise. Visit ISSA on the web at www.issa.org and follow us 
on Twitter at @ISSAINTL. 

The Enterprise Strategy Group (ESG) is an IT analyst, research, validation, and strategy firm that provides actionable insight and intelligence to the 
global IT community.  
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