
IAM Strategies 
Are Critical for 
Digital Workplaces

Cloud and mobility initiatives are driving chaos among identity and access management (IAM) 
strategies, while security risks have increased due to the expanded perimeter. No single group has 
yet claimed responsibility for IAM projects at IT organizations, which is exacerbated by a general lack 
of skilled personnel in this area. This situation results in poor IAM practices and failed IAM projects, 
while mobility, cloud applications, and IoT continue to put the pressure on businesses to improve 
IAM. It’s time for IAM to come out of “babysitting mode.”

Cloud-based IAM and mobile application IAM add another layer of complexity to existing 
IAM infrastructure and security.

30% of respondents are challenged by the security team having to integrate mobile 
devices, MDM tools, and capabilities for IAM, which is a drain on resources.
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Cloud and Mobility Initiatives Create IAM Chaos  

Most commonly cited IAM challenges include:

Most common reasons behind increased IAM diiculty:

Teams that are also leaning in on IAM activities include:

The lack of IAM skills and personnel are compounding IAM strategies

My organization still depends upon 
user names and passwords for 
authentication for the most part

24%
The use of mobile devices and 

applications makes IAM controls and 
monitoring more diicult 

23%

Mobility initiatives and cloud consumption models have vastly complicated IAM strategies.

There Is No Clear Owner of IAM Responsibilities
The need for coordination across teams getting involved with IAM is complex and has the 
potential to elevate business risks.

Asset Categorization and Integration Diiculties are 
Stalling MFA Eorts
IT process complexities and organizational boundaries hinder technology adoption

IAM Opportunities Illuminate Among Chaos   
Countless tools litter a complex IAM landscape and they are leading to buyer confusion. The success 
of IAM strategies hinges on organizational behavior, not features in technology. Security teams have 
stepped in because IT operations has not been doing an adequate job monitoring user behavior or 
providing protection, and businesses want to fix the problem. IT vendors have the opportunity to 
dierentiate themselves from the noise and confusion while helping businesses achieve the ideal 
balance between protection, privacy, and usability.
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Security departments have become more involved with IAM policies, 
processes, and procedures due to reasons like:

of respondents do not feel they have a suicient level of IAM knowledge 
and skills within the information security department related to IAM 
policies, processes, technologies, and best practices.

of respondents believe IAM is more 
diicult today than it was 2 years ago.

44%

Increased focus on risks associated with 
identity theft and privilege escalation 
associated with cyber-attacks today 

31%
Increased use of mobile applications 
expands the required security perimeter 
that may not be part of the IT purview 

31%

Security

31%

App 
management 

10%

App 
development 

5%

27%

of respondents do not feel that they have a suicient number of individuals 
on the information security team with IAM responsibilities.

31%

Mobile app 
management 

4%

have not deployed multi-factor 
authentication extensively due to the 
need to determine which assets require 
a second level of authentication

30%
of respondents state that IAM 

integration can be diicult and may 
be dierent for each type of mobile 
device or MDM platform.

29%

report IT infrastructure operations bear 
the majority of IAM responsibility

49%

The opportunity to improve 
risk management and 
security best practices

39%
Compliance with 
government and/or 
industry regulations 

32%
Cyber-attacks are often associated with 
IAM areas like user credential theft, 
remote system access, or illegitimate 

account provisioning 

36%
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