
The Life and Times of 

Cybersecurity 
Professionals

The 2017 ESG/ISSA research looks at cybersecurity professional careers, experiences, 
observations, and thoughts.

This help can include mentoring, a standard career map, and a well-planned technical curriculum.  

 33% Yes, I believe I have a well-defined career 
path and plan to get to the next level,

96%

Most Cybersecurity Professionals Need Help Developing Their Career Paths

InfoSec pros believe they need to keep up with their skill sets to address threats and mitigate risks, but 
the demands of their jobs leave little time for advanced and continuing cybersecurity education. 

of survey respondents agree that cybersecurity professionals 
must keep up with their skills or the organizations they work for 
are at a significant disadvantage against today’s cyber-adversaries.

67%
of survey respondents agree that while they try to keep up on 
cybersecurity skills, it is hard to do so given the demands of their job.

A Cybersecurity Career Conundrum

What type of impact does the cybersecurity skills shortage have on organizations?

The Cybersecurity Skills Shortage’s Impact Is Pervasive and Broad in Scope

Cybersecurity Professionals Are in High Demand

Impact of Cybersecurity Skills Shortage

Survey Respondents Identify Three Areas Where 
Cybersecurity Skills are Most Acute

41% Somewhat, I believe I have some career path 
ideas and plans but these are not well-defined,

26% No, I don’t believe I have a well-defined 
career path and plan to get to the next level

Security analysis 
and investigations

62%

49%

of organizations are not providing an adequate level of training 
for cybersecurity professionals. 

admit that they are solicited to consider 
other cybersecurity jobs by recruiters 
at least once per week. 

Previous 2017 ESG research indicated 
that 45% of organizations claim to have 
a problematic shortage of cybersecurity 
skills. The ESG/ISSA research builds 
upon this data as 70% believe that the 
cybersecurity skills shortage has had 
an impact on their organization.

63%
Increasing workload on existing sta.

41%
My organization has had to hire and train junior employees rather than 
hire people with the appropriate level of cybersecurity skills needed.

41%
Cybersecurity sta time is spent disproportionally on high-priority 
issues and incident response with limited time of planning, 
training or strategy

39%

31%
Application security
31%

Cloud computing 
security

29%

Inability to fully learn or utilize some of our security technologies 
to their full potential

The Information Systems Security Association (ISSA) is the community of choice for international cybersecurity professionals dedicated to 
advancing individual growth, managing technology risk, and protecting critical information and infrastructure. ISSA members and award 
winners include many of the industry’s notable luminaries and represents a broad range of industries - from communications, education, 
healthcare, manufacturing, financial and consulting to IT - as well as federal, state and local government departments and agencies. Through 
regional chapter meetings, conferences, networking events and content, members tap into a wealth of shared knowledge and expertise. 
Visit IVisit ISSA on the web at www.issa.org and follow us on Twitter at @ISSAINTL.

The Enterprise Strategy Group (ESG) is an IT analyst, research, validation, and strategy firm that provides actionable insight and intelligence 
to the global IT community. 

CISOs should be ready to compete for talent in the following areas.  


